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Abstract 

Electronic medical records are extremely delicate information for patients and healthcare providers 

that need to be stored with care. This research explores different alternative to the traditional 

centralized methods of storing these records and studies a more patient-centric approach to provide 

users with the ownership of their data and solve problems associated with information-asymmetry 

and data privacy and security. This paper focuses on the use of blockchain technology and 

compares its potential use cases with the currently popularly used system designs for storing 

Electronic Health Records. We also analyze the existing technologies and use cases to study and 

analyze their advantages and places for improvements. Furthermore, the paper also takes into 

consideration the legal and ethical challenges associated with our solutions. Finally, the research 

also properly the places for improvement in the solution and discusses the limitations and future 

works.   
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Introduction 

As one of the world's largest industries, the healthcare sector constitutes different extremely 

sensitive data associated with organizations and individuals. Therefore, with modern database 

technologies, the industry has seen many advancements in data storage techniques. The term 

"Electronic Health Record" represents a digital copy or version of a patient's health 

records (Seymour et al., Electronic Health Records (EHR) 2012). These Electronic Health Records 

are traditionally stored and managed by individual groups or healthcare organizations. The method 

of digitally storing data in databases and networks gained popularity, especially after the rise in 

favor of the internet. Unsurprisingly, the healthcare industry has also adapted to the trend in the 

past few decades. Storing healthcare records digitally in databases and networks helped increase 

security, maintainability and reduce redundancy of the data (Han et al., 2022). However, keeping 

data in a centralized system may have many disadvantages. Central databases have always been 

limited to only a selected group of organizations. Despite enabling a high level of privacy and 

security, centralized databases are usually more vulnerable to attacks and data breaches. Since a 

single authority control all the data in the system, it also discourages interoperability among 

multiple organizations. In the context of EHRs, centralized databases limit the access of the records 

to only a few groups of organizations, individuals, and healthcare providers. This makes 

interoperability among multiple organizations extremely difficult. This also creates the need for 

patients to carry a physical or an unnecessary copy of their records for them to share among 

multiple organizations. 

 

Figure 3: Introduction 
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A blockchain is a distributed database of multiple records of transactions or events in a network. 

Like other peer-to-peer networks, it is a decentralized technology for storing data. In technical 

terms, a blockchain consists of multiple interlinked nodes. Each block in the network holds a copy 

of the entire chain. Whenever a new node is to be added, it is verified using a consensus method, 

i.e., all or majority of the nodes must verify the transaction to carry out. The Ethereum blockchain 

is one of the largest and most popular public blockchain networks. One of the key features of the 

Ethereum blockchain is smart contracts. 

In simple words, smart contracts are digital scripts that automate actions once the requirements are 

satisfied (Wang et al., 2018). They can be used to ensure trust and transparency among multiple 

parties. In technical terms, smart contracts are executed whenever a transaction takes place in the 

blockchain, i.e., when a new node is added to the chain. These smart contracts can also be used to 

ensure permission control among different members of the blockchain. This technology can be 

incredibly beneficial for the healthcare industry to store data. As mentioned, the industry consists 

of various sensitive data. Using smart contracts to store these data in a blockchain can allow 

organizations and individuals to store their data securely and ensure personal ownership. By 

making use of smart contracts, individuals can have control over who is allowed to view their 

records and change them respectively. However, it is challenging to change or update data in a 

blockchain, and individuals can still permit other individuals or organizations to add to their 

records. Information such as who is allowed to access and add health records in the blockchain can 

also be pre-defined in smart contracts. 

After gaining massive popularity in the finance industry, people and organizations have explored 

its potential in many other industries as well (Yli-Huumo et al., 2016). Healthcare is also one of 

those industries that can benefit intensively from the use of blockchain technology. Promoting 

decentralization in healthcare can ensure complete ownership of one’s medical records and can 

directly impact the interoperability of medical records among multiple organizations. Instead of 

creating a centralized data silo of the patient’s records and healthcare data, the technology can 

ensure the implementation of a single repository of all the records for all the organizations to share 

among (Abimbola, Baatiema, & Bigdeli, 2019). Harnessing the power of smart contracts, 

individuals can be provided with complete authority over the access control of their data 

(Abimbola, Baatiema, & Bigdeli, 2019). This provides individuals with a choice of who they want 

to share their records with. Additionally, smart contracts can also enable a form of authorization 

for reading and writing records onto the network. For example, write access can only be provided 

to healthcare providers, while read access can depend on the choice of the owner of the data. 

Different encryption methods can assure additional security onto the platform, further disabling 

any security breaches.  
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Aim 

 

Figure 4: Aim 

Objectives 

 

Figure 5: Objectives 
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Justification 
Electronic health records contain very sensitive information that requires high security. With 

digitization, data storage methods have also seen many changes. However, the conventional 

methods healthcare organizations use for storing EHR are very limited. The traditional data storage 

methods follow a particular standard based on a single organization (Murugan et al., 2020). Thus, 

the records are only limited to one or only a few groups or organizations, making it very difficult 

for organizations to work together. Being able to share and use information among multiple 

organizations is referred to as interoperability. When the health records are designed based on the 

information of only one organization, it may be extremely difficult to maintain interoperability. 

 

Figure 6: Problem Statement 

This is not only a problem for healthcare providers but also for patients who are required to have 

their own physical or soft copies of their past records. However, complete interoperability cannot 

be achieved only by standardizing the records. For this, it is also equally important for the data to 

be used by the end-users, which in our case are healthcare providers and patients (Reisman, 2017). 

Currently, the majority of organizations and healthcare providers are seen to use centralized data 

storage infrastructures for storing Health records. Centralized databases provide a simpler 

architecture to establish a digital operation within one or many organizations (Schreier et al., Year 

of Publication). They are easier to manage, making it easier to manage and provide good data 

consistency allowing healthcare providers to better manage the patient’s data. A centralized server 

is also easier to maintain and update. Any new changes in the database or the server of a centralized 

system can be deployed with much ease, especially with the help of new containerization and other 

DevOps technologies.  
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Figure 7: Solutions 

 

However, at the same time, centralized databases are also more vulnerable to data breaches and 

other cyber-attacks compared to decentralized blockchain networks. Failing to provide proper 

security to user data can expose patients and healthcare organizations to various privacy-related 

issues, financial loss, and even legal problems in the future (Murugan et al., 2020). The healthcare 

industry has also seen a great rise in attempts at unethical cybersecurity attacks (Alharbi, Alharthi, 

2021). These attacks include multiple medical information thefts, ransomware attacks, insider 

threats, and many more. Being a centralized system, these systems highly promote data 

asymmetry. This term refers to a situation where one party has higher ownership or possession of 

the information in a transaction. In the case of healthcare providers, centralized systems tend to 

lean much ownership of the data towards the healthcare providers rather than the patients who 

actually own the data. This asymmetry in the data further leads to other problems, such as a lack 

of interoperability. When more control is provided to healthcare providers, the system is usually 

designed for the ease of one or a few groups of organizations. When compared with a larger 

number of healthcare providers, a lack of data consistency can be easily recognized. Patients also 

go through a longer process for accessing and sharing their data with different providers. 

Especially in the traditional systems, patients may also need to carry physical documents of their 

medical history to share with other organizations or providers. Having extensive control over the 

patient’s data can also increase the cases of unauthorized access and data forgery(Menachemi & 

Collum, 2011). There have been multiple cases of false medical records. These cases are mostly 

seen at the root of the employees, including doctors, nurses, and many other staff members in a 



16 

 

hospital. Unethical manipulation of these data can lead to different healthcare misconducts altering 

the patient’s diagnosis and treatment in the future. As people fail to realize this issue, many hospital 

employees are seen exploiting their access to the server even today. The reason why one may look 

forward to forging their medical information may also conclude of multiple reasons, such as to 

bypass any biometric examinations for legal to transportation regions. Especially during the time 

of covid-19 pandemic, the creation of false medical reports has seen a massive rise in skipping 

tests or faking one’s vaccination status (Jaclyn Diaz, 2021). 

Blockchain technology looks forward to solving most of the issues in a centralized server by rather 

promoting a decentralized architecture for data storage. Smart contracts solve the problem of data 

symmetry. The technology enables the secure sharing of data among patients and healthcare 

providers, therefore, eliminating any exclusive control of any party over the data. Decentralized 

technology can also enable a consistent standard of data storage, increasing interoperability and 

also provide the choice of sharing historic medical records to the patients themselves (Shahnaz, 

Qamar & Khalid, 2019). Immutability is also one of the features of blockchain technology. This 

means that any data or block added to the network cannot be or is nearly impossible to remove or 

update (Ahmad et al., 2021). This is because a blockchain network follows a consensus protocol 

which makes sure that all the blocks in the chain agree on the validity of a transaction. The 

consensus protocol can highly reduce the unethical act of medical data forgery. And even in the 

case that they do take place, the digital ledger keeps a fully transparent track of all the historical 

transactions, which can be used by the legal departments to take measures against the individual 

staff and patients involved in such unethical acts.  

However, decentralized technology also comes along with many challenges. In the current 

scenario, these changes may be very difficult for healthcare providers and patients to adapt to. 

Many governing bodies may also not support the concept of decentralized data as it may cause 

many difficulties during different investigation processes (Shuaib et al., 2022). From a technical 

point of view, adding new blocks in a public blockchain requires a certain amount of charge known 

as gas fees. These fees are used to reward the miners in the network. This can further make carrying 

out transactions in the chain more expensive, further increasing the overall cost of healthcare 

services. Even though the technology enables high security and data privacy, adapting the 

technology for daily use is still a great challenge not only for healthcare providers but also for 

patients and many governing bodies. 
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Research Questions 

 

Figure 8: Research Questions 
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Scope 

 

Figure 9: Scope 
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Ethical Considerations 

A set of principles and pre-defined standards in order to ensure the ethicality and reliability of this 

research. The findings and arguments made during the research are placed with complete honesty 

and reasoning and do not intend to promote any form of bias. Likewise, all forms of bias in the 

research are rigorously prevented. This ensures that the readers are not influenced by bias and, 

consequently, enables them to independently assess the significance of this study. Moreover, 

efforts are made to minimize mistakes arising from the researcher's carelessness throughout the 

duration of this study. To provide additional support, the report will undergo periodic reviews to 

ensure the ongoing credibility of the results. 

 

Figure 10: Ethical Considerations 

In addition, the research will adhere to principles of intellectual property protection and will take 

measures to prevent any potential copyright or data privacy concerns. All sources, including 

articles, past papers, websites, journals, books, and literature, will be appropriately cited, giving 

credit to the original authors. Furthermore, one of our fundamental principles is to uphold 

confidentiality, ensuring that any information shared in private will be treated with the utmost 

respect and that the source's confidentiality will be preserved at all times. In this study, it is ensured 

that no harm will be inflicted upon any participants, whether it be physical, social, psychological, 

or in any other way. 
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Literature Review 

Research Methodology 

Detailed research is necessary to gain an understanding of the current scenario and existing 

products to minimize any error and bias in the research. Desk-based research is a methodology 

that will be followed for the purpose of this research. It refers to the process of conducting a 

detailed study of the existing resources from trusted data sources such as books, websites, journals, 

and many more.   

 

Figure 11: Desk-Based Research 

However, a common misconception about desk-based research is that it is the process of collecting 

data sources which is false (Guerin, Janta, & van Gorp, 2018). Instead, desk-based research is a 

process of studying the available sources to gain a broader understanding of the topic. This method 

is also resource friendly and requires much less time and costs when compared to other 

methodologies. Alternatively, we could also conduct surveys and studies on our own. However, 

due to the time constraint of our research, desk-based research proves to be the best choice as it 

not only helps us to gain insight of the existing innovations and usage of blockchain technology, 

but also is easier to carry out on the basis on easily available resources on the internet at the ease 

of our devices in very less time. Academic publications and peer-reviewed journals and articles 

shall also be highly prioritized as they are recognized as the most reliable sources for conducting 

secondary research. This research process is initiated with an extensive study of different collected 

resources and multiple case studies of existing research and products. As the research topic aims 

to identify the implementation of blockchain technology for storing Electronic Health Records, the 
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case studies shall mostly revolve around products and innovations around digital healthcare 

systems and blockchain based decentralized applications allowing us to gain a deeper 

understanding of the domain. 

Patientory 

Patientory is a blockchain-based healthcare platform that aims to revolutionize the storage of 

healthcare data. Founded by Chrissa McFarlane in December 2015, the platform was the outcome 

of a goal to promote a personalized, secure, and consumer-driven management system for 

healthcare information (Tardif, 2021). McFarlane, the founder and the CEO of Patientory, is also 

recognized as one of the top women making an impact on the MedTech sector of the health IT 

industry by Becker's Hospital Review (Ribitzky, Broedl, McFarlane, & Clauson, 2018). Patientory 

is the proposed solution to having a decentralized repository of all medical records providing users 

with total access control over their data.  

 
Figure 12: Patientory 

The platform aims to make accessing healthcare data easier and faster for all stakeholders, from 

patients to doctors, hospitals, and healthcare providers. Along with managing medical records, 

Patientory also serves as a healthcare service provider by enabling users to track their health goals, 

monitor their progress, and allowing them to communicate securely with their healthcare 

providers. The use of blockchain technology allows secure storage of data in the network. 

Moreover, the technology and the use of smart contracts allow Patientory to enable strict Role-

Based-Access-Control (RBAC) in the platform. RBAC is a form of access control where the ability 

of users to access information on a platform is controlled based on their roles (Sandhu, 1998). 

While role-based access control is one of the most popular forms of access control used by many 

platforms, Patientory makes use of this feature by providing different roles to users and healthcare 
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providers. This allows doctors and patients to use the platform on different user interfaces and 

enable high-level authorization. RBAC allows users to access their personal information, such as 

medical records, lab results, and healthcare goals. Similarly, Doctors are given access to view and 

add medical records associated with the respective patients. Additionally, this access control also 

ensures user permissions in the system. i.e., doctors initially need to request access from the 

patients to view and add the medical records, and users can likewise allow or decline the requests 

placed by the doctors and healthcare providers. This form of access control, combined with the 

secure storage of information using blockchain technology, allows the platform to ensure security 

and data confidentiality to its users. 

Patientory also facilitates seamless interoperability by lowering the barriers across different 

healthcare systems. The platform provides a well-standardized format for storing medical records 

that allows information sharing across multiple healthcare providers (Ciampi et al., 2019). 

Additionally, the platform also provides care plan management services. These are personalized 

healthcare plans for users to meet their health goals. These care plans are generated based on the 

user's medical records, health conditions, and other similar factors. This allows users to get a visual 

representation of their current health status and also track their progress to meet their goals (Ciampi 

et al., 2019). This is one of the features that attract users to use Patientory.  

Patientory is a HIPAA-compliant platform that adheres to all security and storage requirements 

for personal health information. The platform offers analytics and reporting functionalities to 

healthcare organizations to assist them with care and coordination among the users. The use of 

blockchain technology further enables security and confidentiality among the parties. As 

mentioned, Patientory is HIPAA-compliant, thus providing safe communication between patients, 

doctors, hospitals, and other stakeholders and healthcare professionals. 

Moreover, the healthcare platform also empowers its own cryptocurrency, known as PTOY tokens 

(Dedeturk et al., 2021). As releasing a cryptocurrency is one of the forms of raising investment 

capital for most blockchain startups, PTOY tokens are also a similar approach made by Patientory. 

These tokens are ERC-20-compliant cryptocurrencies built on the Ethereum blockchain (Dedeturk 

et al., 2021). Being a utility token, all the transactions in the Patientory platform are carried out by 

using these tokens. These tokens allow secure transactions in the platform and also incentivize 

network participation. Additionally, they also allow users to access selective features in the 

platform. The tokens were initially launched in an initial coin offering in 2017. During when, 1728 

buyers from around the globe participated and purchased a total of 70 million PTOY 

tokens (StartUp Health, 2017). This event allowed the platform to raise about 7.2 million US 

dollars of capital (StartUp Health, 2017). This was a historic moment for Patientory as it not only 

helped raise such a great amount of capital but also because it reflected people's trust and support 

for innovation. These tokens not only provide users with access to different features in the platform 

but have also caught the eye of many investors as they expect these digital assets to appreciate in 

value over time. The platform provides an option to purchase these tokens in exchange for 

Ethereum tokens in the application itself. Alternatively, these tokens are also listed in many 

cryptocurrency exchange platforms like Bittrex, TokenMarket, HitBTC, ICObazaar, and Liqui 
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exchanges. These platforms can also be utilized to buy or sell PTOY tokens (StartUp Health, 

2017). 

In summary, Patientory is a healthcare platform that aims to transform how medical data is stored 

by utilizing blockchain technology. The platform uses Role Based Access Control to ensure a high 

level of authorization between healthcare providers and patients. By removing obstacles across 

various healthcare systems, Patientory also promotes seamless interoperability. The platform gives 

healthcare institutions analytics and reporting capabilities to help them with user care and 

coordination. Patientory is also a HIPAA-compliant platform that complies with all standards for 

data protection and storage. The healthcare platform also uses PTOY tokens, a proprietary 

cryptocurrency. These tokens, which are used for all platform transactions on Patientory, enable 

safe transactions and encourage network activity. They can be purchased directly from the 

platform in exchange for Ethereum tokens or from a third-party cryptocurrency exchange. 

 

AAVE 

Aave is a decentralized platform that allows users to lend and borrow money. Unlike our traditional 

banks that provide cash loans, Aave provides crypto loans (Paliwal, 2022). With the increasing 

popularity of cryptocurrencies and Bitcoin reaching its all-time high in the past few years, the 

innovation of blockchain technology has displayed much of its financial benefits. Bitcoin was the 

first-ever cryptocurrency that proposed the idea of decentralized finance. Its whitepaper, dated 

back in 2009, introduced the concept of “proof of work,” which refers to a digital protocol that 

requires the members of a network to make an effort to solve a hash algorithm to generate a correct 

hash (Laurie & Clayton, 2004). Doing so rewarded the users with cryptocurrencies. Soon later, 

people would discover the financial value of these cryptocurrencies and would also name them as 

digital assets. Since then, many new cryptocurrencies have come into existence. It has also been 

somewhat of a trend in the blockchain industry to create one’s own digital currency, especially 

among companies working on blockchain-based projects. With so many cryptocurrencies in the 

market, many of them have showcased their own unique financial values. These currencies are 

listed on many trading platforms and crypto exchanges where people can buy and sell their assets. 

This trading mechanism further promotes the change in the value of cryptocurrencies. 

AAVE, on the other hand, is a crypto project that, as mentioned before, promotes the lending and 

borrowing of different crypto currencies. Unlike the “proof of work” consensus, AAVE follows 

the “proof of stake” mechanism (Aave Document Hub, 2022). As the name suggests, the protocol 

is based on staking or depositing, which is similar to the concept of fixed deposits in traditional 

banking systems. The amount staked by depositors is stored in what is called a liquidity pool 

(Makarov & Schoar, 2022). It is named so because the amounts that are deposited into the pool 

are what add value or liquidity to its token. Likewise, whenever anyone wants to borrow 

cryptocurrencies from the platform, the amount is also received from the liquidity pool. As per the 

proof of stake consensus, depositors receive a certain amount of AAVE tokens as a reward for 

staking (Bentov et al., 2014). The borrowing process is also an over-collateralized form of 
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borrowing. i.e., In order to borrow a certain amount of crypto in AAVE, one must first deposit a 

different crypto of higher value in the platform. 

 

Figure 13: AAVE 

Another mentionable feature of AAVE is its flash loans. This is one of those features that have the 

potential to revolutionize the digital finance industry (Paliwal, 2022). Flash loans allow users to 

borrow assets without the need to deposit any collateral. As confusing and risky as it may sound, 

the smart contract for flash loans is architecture in a way that the repayment of the loan is also a 

part of the same block in the chain. Therefore, in case a user fails to pay back the loan in time, the 

entire transaction is reversed, thus eliminating the risk for the platform. Flash loans involve high 

risks along with equally higher rewards enabling traders and investors to gain good profits. 

However, it also requires great analytics skills along with proper financial planning. 

Being backed by smart contracts, the entire transaction process in AAVE is fully decentralized and 

automated. As there is no human interaction during the entire process, there are no emotional 

dependencies between the users and the transactions. In the traditional banking systems, it is a 

common practice for people to ask for extensions for extra time from the bank for loan repayment. 

Even though many times, people may have genuine reasons, most of the time, people tend to lie 

in case they fail to pay back the loan. AAVE is very strict with its deadlines. The due date for 

payment is specified before the loan is provided to the users. In case the user fails to pay back the 

borrowed amount or the interest in time, the smart contract automatically liquidates the collateral 

amount (Aave Document Hub, 2022). This liquidation results in the user losing the collateral 

amount entirely. And as the borrowing process is based on an over-collateralized system, this 

usually results in a larger financial loss for the borrower. 
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AAVE highly prioritizes user security by providing multi-layer protection to secure users’ funds 

in the liquidity pool. Many well-reputed security firms are also empowered to audit smart contracts 

to minimize any vulnerabilities in the system. And since AAVE is involved with multiple different 

cryptocurrencies whose financial values are extremely variable, it utilizes decentralized oracles, 

which are systems that provide off-chain data to the smart contracts. In our case, the off-chain data 

refers to the prices at which the cryptocurrencies are currently being traded.  

 

Patientkeeper 

Patientkeeper is a healthcare software company that works on providing services to make 

accessing electronic health records much easier. It provides an easy-to-use application interface 

compatible with mobile phones, tablets, and desktop computers. The company was founded in 

1997 by a healthcare venture capital firm known as General Catalyst (Zarka, N., Hinnawi, M., 

Dardari, A., & Tayyan, M. A., 2004). The platform works to provide ease of access to patients' 

healthcare information coupled with the workflow of the doctors and healthcare providers. It does 

this by simply creating an easily accessible interface on the device preferred by the doctor through 

which they can view the list of their patients and their recent reports . This not only serves to make 

the EHRs more accessible but also positively impacts the workflow and productivity of healthcare 

providers as they have access to their patient's information from anywhere, they want. 

Additionally, doctors also have access to enter patients' information, such as their diagnosis reports 

and billing information, into the system.  Furthermore, the platform is also HIPAA compliant and 

takes high security and privacy measures to safeguard the patient's data. It also provides other 

additional features, such as secure role-based messaging, on-call scheduling, and VoIP calling to 

enhance the collaboration between healthcare providers and patients. PatientKeeper is used by 

many hospitals to contribute to their workflow around the world. It was acquired by HCA 

Healthcare in 2014 (HCA Holdings Inc, 2014). HCA Healthcare owns more than 100 hospitals 

and surgery centers across USA and England(HCA Holdings Inc, 2014). With this, PatientKeeper 

has been able to expand its usage among these healthcare institutes as well. 
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Figure 14: PatientKeeper 

 

PatientKeeper uses a centralized system design for keeping records of patient data. The system is 

designed in a way to suit the healthcare workflow of most organizations. It provides easy access 

to healthcare data. Despite being a centralized system, PatientKeeper's design highly promotes its 

usage among healthcare providers without affecting the usage of previously used tools and 

applications. Instead of revolutionizing the entire EHR system, PatientKeeper's design is built to 

simply complement the previously existing EHR systems. This allows healthcare organizations to 

be able to use and adapt to PatientKeeper without any additional time and resources, significantly 

reducing the implementation cost of the application. In 2021, PatientKeeper was acquired by 

Commure, a healthcare company working to use the power of technology to enhance healthcare 

services (Commure, 2021). PatientKeeper intends to utilize Commure's cloud-based platform in 

order to establish smooth connections among various healthcare systems and facilitate workflows 

that prioritize individuals (Muoio, 2021). This collaborative effort contributes to the overarching 

objective of enhancing interoperability within the healthcare sector (Commure, 2021). 

In summary, PatinetKeeper is a healthcare software company that aims to provide digital workflow 

services for healthcare providers and ease the accessibility of patient medical records. With 

multiple historical acquisitions, the platform has been able to expand its usage and make use of 

different benefits provided by the acquirers. With its contribution to making medical records more 

easily accessible and enhancing the workflow of healthcare providers, the application also provides 

an easy-to-use interface for different devices and features such as secure messaging and VoIP for 

further enhancing the interaction between healthcare providers and patients. 
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Development Methodology 

As our product is a blockchain-based software as a service (SaaS) product, agile has proven to be 

one of the most popular and widely used development methodologies suited for our purpose. 

Considering the potential changes in requirements and the need for changes during the 

development period, the agile framework may also provide for such situations. Agile, or scrum, to 

be more specific, is a development methodology that relies on incremental development. The 

concept suggests breaking down a project or a complex task into multiple iterations, which are 

known as sprints. Each sprint lasts for a constant specified amount of time which is usually one or 

two weeks in general for enterprise-level projects. The agile methodology is also expected to suit 

our purpose best, as following the iterative approach can allow us to divide our product into 

multiple features. 

 

Figure 15: Development Methodology 

The first stage of agile constitutes requirement gathering. During this phase, research was 

conducted to analyze the necessary tools and technologies and all the requirements that need to be 

met by our product. These requirements also include research on the functional and non-functional 

features of our application. This is also one of the most crucial phases of our research as it acts as 
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its foundation layer for serving the rest of the processes. Further, we try to understand the scope 

and objectives of our research and analyze the estimated cost and resources for our planning. The 

requirement-gathering phase also constitutes the process of system design and analysis. This refers 

to the study of the choice of design patterns and system architecture, user interface design, user 

roles, access control, and other system-level analysis for our infrastructure. This further serves the 

understanding of our research along with the overall maintainability and performance of our 

system. Once we gather the overall requirements for our research and development process, we 

then dive into the iterative phase of our agile lifecycle. Using the gathered requirements as our 

foundation, we then begin the development of our product and analyze our product, and research 

alongside it. This is expectedly the longest and the most time and resource-consuming phase of 

our development lifecycle. However, agile enables us to break our entire development life into 

multiple sprints. For each sprint, we assign ourselves multiple user stories, which are well-

described phrases for our application features. These sprints are totally dedicated to completing 

the selected user stories will the least distractions and external noises. During this process, we also 

develop our smart contracts and work on developing our user interface with an initial goal of 

developing a minimum viable product (MVP) (Knapton, 2022). In our case, each sprint was taken 

for the length of one week. The tasks associated with these sprints were also illustrated through 

map boards and other project management tools that further allowed us to visualize and map the 

progress of our research. Additionally, in order to develop a well-designed product with fewer bugs 

as possible, we also follow the concept of Test-Driven Development (TDD). This process promotes 

writing units and other tests for our features during the development period itself (Baldassarre et 

al., 2021). TDD also serves as a great methodology for error tracking in the system and helps us 

to resolve bugs during the early stages of our application (Baldassarre et al., 2021). This cycle of 

continuous development, testing, and refinement continued for a total of 8 sprints in order to come 

up with our final blockchain application for securely storing and accessing Electronic Health 

Records. 
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Tools and Technologies 

 

Figure 16: Tools 

 

Figure 17: Technologies 
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Development Process 

The process of developing a decentralized application for securely storing and managing electronic 

health records began with a study to understand the meaning of the purpose of an EHR in general. 

During this phase, we analyzed the need for digital storage methods and options for storing medical 

records. The current scenario of these storage techniques and their impact on the industry was also 

carefully studied and analyzed. With the need for a highly secure and immutable record-keeping 

system that enabled greater interoperability, the use of blockchain technology was seen to be the 

best option among all to fulfill our initially analyzed requirements. With this, we then studied the 

tools and technologies used to develop decentralized applications. During this phase, we 

understood the concept of smart contracts and how they enabled secure automation in a blockchain 

network. Further, we studied the proper design patterns followed by existing decentralized 

applications in order to gain knowledge about proper design principles to ensure the 

maintainability of our final product. Based on our analyzed tools and technologies, we set up our 

development environment on VS Code, as it provides many open-source extensions and 

modification options for the technologies that we would be using in the future. The hardhat 

development environment was used for developing our smart contract. The Ethereum software 

development environment Hardhat provides many components and modules for editing, 

compiling, debugging, and deploying your decentralized applications and smart contracts. 

Followed by Hardhat, we then began to write our smart contracts using the Solidity language, 

which is a popular programming language for writing Ethereum-based smart contracts. As we 

follow our Test-Driven-Development (TDD) principles, we use Chai. It is a JavaScript assertion 

library that allows us to write unit tests for our solidity smart contracts in Hardhat. Writing proper 

unit tests allows us to ensure our smart contract functions are provided to our intended output. Our 

smart contract can be compared to a server-side application in a full-stack application. Once 

deployed, our smart contracts can serve just like an API layer in a server. Therefore, to deploy our 

application, we use Ganache. Ganache provides a personally hosted Ethereum blockchain network 

that allows us to locally test our smart contracts during the test and development process. 
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Figure 18: Development Process 

Once the smart contract has been successfully deployed in our Ganache server, our next step is to 

design and develop the client side of our application. The client side or the front-end is the layer 

of our application through which the users interact with our smart contract. Using Figma, we 

develop a high-fidelity prototype of our User Interface to generate a look of our application before 

beginning the development process. Developing a prototype of our application helps us to analyze 

the usability of our application and bring changes in an earlier stage to save time and resources in 

the long run. We have chosen React as our front-end JavaScript framework for developing the User 

Interface as it provides easy-to-use libraries for developing decentralized applications. 

Additionally, we use the ethers package available in the npm repository for JavaScript packages. 

This library allows us to connect our client application with the smart contract and execute the 

available functions likewise. We also need an off-chain storage facility for storing files in our 

application. Since files cannot be stored in a blockchain, we use an Interplanetary File System 

(IPFS). An IPFS is a distributed file system that enables peer-to-peer file sharing (Chen et al., 

2022). It is the preferred way for many decentralized applications to handle files whilst maintaining 

the decentralized attribute of the system. Finally, we have also used GitHub as our preferred 

version control system. Using a Version Control System (VSC) allows us to manage changes in 

our application. GitHub also allows issue logging helping us to document any issues and hurdles 

during our development phase.  
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Secondary Features 
User Experience 

The user interface of the application is designed to be very minimalistic. Providing only the 

necessary information on a page at a single time allows users to easily understand the system's 

behavior, enhancing the overall experience of the user. The UI also provides easy navigation 

options from the navigation bar and the usage of other buttons and hyperlinks to allow users to 

easily explore the system. 

Interplanetary File System (IPFS) 

Since our system is a blockchain application, we are unable to directly store images and other files 

in the network. For this reason, we use a technology known as IPFS, which is a peer-to-peer 

network for sharing files (Nizamuddin, Hasan & Salah, 2018). Our system needs to store the image 

of different attributes in the system, such as the images of hospitals and doctors, including the files 

of the medical records. Therefore, we use IPFS for storing these files in an off-chain network which 

can then be accessed using the provided hash. The hash is then stored in our blockchain network, 

pointing to the address of our file in the IPFS. 

Accessibility 

The system is designed to serve as a web application. Thus, it can be easily accessed by users from 

any device from a web browser. Furthermore, the user interface is also highly responsive. Meaning 

it can be used on devices of varying screen sizes, from mobile, tablets, and desktops. 
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Findings 
How can blockchain technology be used to increase interoperability and accessibility of 

electronic health records? 

The Health Information and Management Systems Society defines interoperability as the capacity 

of various information technology systems and software applications to exchange information and 

use the information that has been exchanged (Mettler & Längst, 2018). Blockchain technology 

provides a decentralized design for storing data. Using this technology, storing EHRs in a 

blockchain network can help healthcare providers better manage the data and increase 

interoperability between multiple healthcare organizations (Margheri et al., 2020). This network 

can also be a central repository for patients and healthcare providers to access all the necessary 

data. Unlike centralized database systems, the use of blockchain gives more control and authority 

to the patients over their data instead of to the hospitals or other organizations (AbuHalimeh & 

Ali, 2023). With access to their data, users now have the power to choose to share their data with 

organizations with much ease. Therefore, the technology enables the storage of users' medical 

records in a single storage point, making them more accessible and secure. 

 

Figure 19:Blockchain technology to improve interoperability of EHRs 
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Having a single point of access also enables standardization of data. Multiple healthcare providers 

can receive and process the records and information in a specified standard or format. The 

uniformity in data also makes it easier for patients to understand their medical reports without 

much professional assistance (Walker et al., 2018). This massively impacts the interoperability of 

the records as the traditional EHR systems need to promote the standardization of data. Even in 

the cases where they do, the data format may still differ from one healthcare provider to another. 

This makes it difficult for organizations to work together and, moreover, affects how patients and 

users receive healthcare services.  

Medical records are extremely sensitive information associated with individuals. It is necessary 

for healthcare providers to be able to access this information during the time of emergency as 

quickly as possible with much ease. This can have a significant impact on the quality of treatment 

patients receive. Therefore, the enhancement in the accessibility of data can majorly impact the 

experience people have while receiving and providing healthcare services. The patient-centric 

design enabled by blockchain technology also allows users to easily access their data. In many 

cases, patients have a hard time trying to access their own data due the data asymmetry. While 

patients have the ease of accessing their information whenever they want, this can also create a 

positive impact on individuals to regularly seek healthcare services for any early diagnosis and 

health precautions. 

While the traditional EHR systems have massively impacted the way we receive healthcare 

services, the centralized design is still not enough to maximize data accessibility and 

interoperability. With this design, hospitals and healthcare providers also have the ability to make 

it troublesome to receive similar healthcare services from other competing providers. This is an 

unethical corporate activity that most organizations play not just in healthcare but in almost every 

other sector as well. However, this may be an even more serious problem when the matter tends 

to deal with the health of people as it directly affects people's lives. The immutability of the data 

stored in a blockchain network makes the information more traceable. Complete interoperability 

is not achieved by just making information sharing possible but when the information is actually 

used among multiple organizations or healthcare providers. Even though organizations can access 

user data, there may still be a question of whether to trust the information or not. The immutability 

of information in a blockchain means that once a transaction has been made in the blockchain, it 

is very difficult or close to impossible to change or pamper that data. This allows auditing and 

storing secure logs of data in the network. The medical records in the chain can be provided with 

metadata stating the details of the issuer and their license assisting with the validity of the block. 

This patient-centric design not only allows patients to retain full ownership and direct access of 

their data, but the asymmetric encryption in a blockchain can also help ensure the validity of the 

data in the network. Consensus methods such as proof of work can enable patients to act as a 

network node to actively maintain the validity of the data in the chain. 
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How can blockchain technology help increase patient’s authority over their data and reduce 

information asymmetry? 

Information asymmetry is when one party has more access and authority over the data than the 

other. This is a common issue with centralized data systems, due to which many large corporates 

have been seen exploiting the user's data. This is due to the way these systems are designed to lean 

more over toward these companies. Data is also referred to as the oil of the digital era. This refers 

to how oil could be more useful in its raw form but can be used for various purposes once refined 

and processed (Shi et al., 2020). Similarly, raw data may have little meaning, but after some 

cleaning and refinement can produce tremendous value to a business, organization, or individual. 

Therefore, we need to be very careful about who owns and has control over our data. Most 

healthcare record systems today are based on centralized designs providing hospitals and 

healthcare providers with great control over our data  (Kiania, Jameii, & Rahmani, 2023). As 

mentioned, this massively impacts the accessibility of the data. But furthermore, in many cases, 

this is also a direct threat to users' privacy. This type of information asymmetry can also create an 

unequal power dynamic between the patients and the healthcare providers, further creating the 

need to rely highly on them for decision-making. The centralized system designs are designed to 

highly couple the user's information with only a few selected groups of organizations forcing them 

to rely on their services. 

 

Figure 20: Blockchain technology for a patient-centric design 
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With blockchain technology, the decentralized architecture can be utilized to decouple the patient's 

information from healthcare providers and give them full ownership of their data (Lee et al., 2022). 

When users are provided with ownership of their data, this dramatically minimizes the information 

asymmetry in the system. Users can choose to share their information with providers and 

organizations. Likewise, healthcare providers can issue new medical records associated with the 

patients based on the permissions provided.   

Leveraging the abilities of a smart contract, this process can be easily automated in a blockchain 

network. Smart contracts allow us to handle user permissions and provide the mentioned 

ownership to the patients. This process can also be referred to as consent management. Users also 

receive a high level of data privacy at the same time as no external parties have direct access or 

control over their data unless and until they authorize to do so. Smart contracts can help enable 

role-based access control for maintaining a high level of authorization in the system. Instead of 

placing maximum control over healthcare providers, smart contracts can be used to categorize 

users and provide respective authority based on their roles.  

What ethical considerations need to be taken into account for maintaining security of 

Electronic Health Records in a blockchain? 

Electronic Health Records tend to deal with highly sensitive patient data. Therefore, there are many 

ethical and legal considerations that need to be taken into account in order to safeguard the user's 

data and provide a seamless experience for all the stakeholders at the same time. While dealing 

with medical records, there are many legislations and legal acts built to protect this information 

against any security breaches. HIPAA compliance is one such rule. The Health Insurance 

Portability and Accountability Act, also known as HIPAA compliance, is a set of regulatory 

guidelines published by the US Congress in 1996 (Joshi, 2008). 

 

Figure 21: Ethical considerations for blockchain based EHR system. 
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This act provides guidelines that need to be followed by healthcare providers while dealing with 

protected health information (PHI). Any patient health data that are stored using unique identifiers, 

regardless of the means of storage, are referred to as personal health information. PHIs can be 

stored as physical records or in digital format (Joshi, 2008). HIPAA compliance is categorized into 

three sections. The privacy rule, security rule, and breach notification rule. The privacy rule 

protects the privacy rights of the patients by stating the circumstances in which the PHI may be 

disclosed. It also further restricts the extensive sharing of a patient's information without consent. 

The rule also states that patients or their representatives much be provided with access to their data 

within 30 days of the request to the providers. Finally, the breach notification rule is set to inform 

the affected parties and the responsible authorities in case of any information breach. This rule 

further states that the individuals affected during the breach need to be affected during such cases 

and need to be notified within 60 days of discovery via their choice of messaging medium. In case 

a healthcare provider fails to comply with the rules stated by HIPAA, one can face financial 

penalties depending on the level of violation (Rosenbloom et al., 2019). Similarly, organizations 

can also face criminal charges for failing to comply with HIPAA, resulting in a prison sentence. 

Failing to comply with these rules also creates a bad reputation for an organization with the public. 

Similarly, to HIPAA, the General Data Protection Regulation (GDPR) compliance is a data 

security and privacy law imposed by the European Union in 2018 (Burgess, 2020). Any 

organization that deals with the personal information of EU-based citizens is required to comply 

with these rules. Failing to comply with the listed rules can lead to financial penalties of up to 20 

million pounds or 4% of the business's annual worldwide turnover (Lim et al., 2018). GDPR has 

seven main principles that organizations need to follow while dealing with private user 

data (Özkan, 2022).  

• Lawfulness, fairness, and transparency: The data associated with any user must be 

collected ethically with their consent (Mondschein & Monda, 2018). Data should also be 

processed with the intent for the user's benefit. There should also be high transparency 

between the user and the organization about how the data is being processed and for what 

purpose. 

• Purpose limitation: The use of the data should not exceed the initial intention. Meaning 

the data should not be reused for different purposes in the future. 

• Data minimization: This rule states that an organization should not ask for or hold user 

data that is irrelevant to the main purpose. Therefore, only the required information should 

be requested by the user. 

• Accuracy: The information related to a user must be accurate and up to date. However, 

this case may not imply cases where the accuracy of the data does not serve much 

importance to the user. 

• Storage limitations: This rule states that the user data should be removed since it is not 

needed anymore. This rule protects users from any security breaches in the future. 
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• Integrity and confidentiality: It is necessary that the user's data serves a high level of 

correctness along with a high level of confidentiality. The data should not be accessible to 

any irrelevant or unauthorized parties. 

• Accountability: This rule suggests that the organization in hold of the user's data is fully 

responsible for how the data is being used and processed. 

It is extremely vital for a blockchain-based healthcare application to comply with HIPAA and 

GDPR compliances as it deals with extremely sensitive personal healthcare data associated with 

users. It is necessary that the medical records are accessible only to the users themselves and other 

parties that are authorized by the users (Mondschein & Monda, 2018). Medical records should not 

be shared or misused for any external purposes. Along with privacy, the integrity of the data is 

also extremely vital. Therefore, it is important to make sure that the medical records added to the 

network are always valid. The accessibility of data also plays a very important role in complying 

with the above rules. Users should be able to access their personal records without much difficulty. 

Based upon the decentralized design of a blockchain-based EHR system, the accessibility may be 

completely handed over to the users as there is a very reduced use of a central body for governing 

medical records. Users should also be completely aware of how their data is being processed or in 

case any security or privacy-related threats occur. The design needs to be extremely user-centric 

to comply with. It is extremely necessary to comply with any other laws and legislations passed 

by any ruling government where the platform may operate. As the healthcare industry deals with 

extremely sensitive user data, the platform can face great financial and legal penalties along with 

a loss of reputation if it fails to comply with these rules. 
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Limitations 

 

Figure 22: Limitation 
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Future Works and Recommendations 

The future endeavors pertaining to the blockchain-based Electronic Health Record (EHR) system 

encompass a comprehensive strategy aimed at augmenting both patient care and operational 

efficiency. This encompasses the creation of intelligent agreements to automate the processing of 

health insurance claims, thereby optimizing reimbursement procedures and minimizing 

administrative costs. Moreover, the establishment of a robust emergency data sharing framework 

will facilitate expedited access to vital patient information for authorized healthcare practitioners 

in urgent scenarios, thereby enhancing response times and ultimately improving patient outcomes. 

The incorporation of virtual appointments and chat functionalities will effectively streamline 

remote patient consultations, thereby improving the accessibility and efficiency of healthcare 

delivery. In addition, maintaining a proactive approach towards regulatory compliance standards 

and implementing robust data security measures will guarantee that the Electronic Health Record 

(EHR) system remains in accordance with the ever-changing healthcare regulations. This will 

cultivate a sense of confidence among users and uphold the authenticity of patient data. 

 

Figure 23: Future Works and Recommendations 
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Conclusion 

The implementation of a blockchain-powered Electronic Health Record (EHR) system exhibits 

significant potential for transforming the healthcare industry through the establishment of robust 

mechanisms for safeguarding data, promoting transparency, and prioritizing patient-centric data 

management. The decentralized nature of blockchain technology effectively mitigates concerns 

related to data security, as it ensures that data is not stored in a single central location. Additionally, 

the utilization of intelligent contracts facilitates the seamless sharing and interoperability of the 

data. Despite challenges such as scalability, and cost efficiency, the adoption of this technology 

has the potential to enhance healthcare outcomes and empower patients. The importance of 

collaborative endeavors among stakeholders cannot be overstated in ensuring the successful 

adoption of blockchain technology in the healthcare sector. Moreover, it is imperative to conduct 

additional research and implement practical solutions to fully harness blockchain's transformative 

capabilities in healthcare. 
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Appendix 

Youtube Video Link: https://youtu.be/mzHoWw_c_5o 

Google Drive Link: https://drive.google.com/drive/folders/1036Lr-ortZn-

mSUGD4uKOyoszpauvgDE?usp=sharing 

Smart-Contract Repository Link: https://github.com/abhinna1/EHR-Contract 

React Client Repository Link: https://github.com/abhinna1/EHR-Client 
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Figure 25: Homepage 

 

Figure 26: Add new hospital 
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Figure 27: Register as a patient 

 

Figure 28: Hospitals Page 
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Figure 29: Hospital detail page 

 

Figure 30: Add New Doctors Form 
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Figure 31: Hospital doctor list 
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Figure 32: Metamask transaction confirmation 
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Figure 34: Accessed doctors list 

 

Figure 35: Accessed patients list 

 

Figure 36: Add EHR form 
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Figure 37: View patient EHR form 

 

Figure 38: View EHR 
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Figure 39: Ganache CLI wallet addresses 

 

Figure 40: Ganache CLI 
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Figure 41: EHR.sol file 1 

 

Figure 42: EHR.sol 2 
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Figure 43: EHR.sol 3 

 

Figure 44: EHR.sol 5 
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Figure 45:EHR.sol 6 
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Figure 46: Approve EHR request contract 1 
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Figure 47: Approve EHR request contract 2 
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Figure 48: DoctorContract.sol 
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Figure 49: HospitalContract.sol 
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Figure 50: App.js 
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Figure 51: PatientServices.js 
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Figure 52: HospialServices.js 
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Figure 53: HospitalServices.js 
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Figure 54: ClientRoutes.js 



70 

 

 

Figure 55: Hospital.js 

 


